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Introduction: ‘fake news’

freedom of expression

versus

The ever growing rate of Internet penetration
and the democratisation of communication
technologies have accelerated the manner of
news and information distribution at a pace
faster than ever before, including in Southeast
Asia. Technology enables people to constantly
keep up with many kinds of information that
can easily be accessed through various social
media and other information-sharing platforms.
The United Nations' recognition of access to the
Internet as a basic human right' shows how the
international community upholds the importance
of people’s voices as part of democracy and how
they shall be protected at all costs. However,
as easy as it is to disseminate information in
the present day through those platforms, they
are also the forefront hotspots to spread 'fake
news'.2 The intentions may be rather 'innocent':
some aim to reap high revenue by acquiring
subscribers, hence the occasional click-bait
titles are conducted purely for financial gain.
However, what really threatens democracy is
the way in which some people fabricate and/or
disseminate fake news to mislead their audience.
It is concerning when people try to achieve their
‘goals' through any means possible, including
framing headlines and stories that somehow
could steer their audience's belief away from
the truth.

For governments, the promulgation of false
information is threatening as it has the
latent potential to damage a nation's unity

and sovereignty. It is now happening at an
unprecedented scale and governments need
to take serious actions to prevent it from going
too far. Challengingly, false information is often
an ulterior motive of deliberate misleading but
masked with what seems as a normal exercise
of 'free speech’.

Freedom of expression, one of the internationally
recognised fundamental human rights, is
embodied in the Universal Declaration of Human
Rights (UDHR)® and the International Covenant
for Civil and Political Rights (ICCPR),* where the
two documents provide the groundwork for the
fundamental human rights that the international
community has agreed upon. It is without
doubt that freedom of expression is essential
to democracy and the democratisation process
itself, and that civil society plays a pivotal part
in steering a nation to the implementation of
democracy. With a healthy exercise of the
freedom of expression, politics can flourish
in an unbridled and constructive manner. The
involvement of people in the democratisation
process makes for an important progress for
development, as governments are obliged to
listen and adhere to the voice of the nation.
Recognising the importance of this issue, the
United Nations Human Rights Committee has
suggested approaches to implementing the
ICCPR provision on freedom of expression in its
General Comment No. 34 of 2011.° Limitations
and/or restrictions on the exercise of such
right can be allowed, but they must fulfil the
conditions provided for in ICCPR through Article
19(3) as a ‘three-part test’, which requires that
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any restriction must be (1) provided by law, (2) for
the purpose of safeguarding a legitimate interest
(including, as noted, protecting the reputations
of others), and (3) necessary to secure this
interest. To avoid misinterpretation, limitations
and restrictions made upon ICCPR must not
challenge or contrast with the purposes of the
articles in concern.® In this case, much is at stake
- including the government's role in protecting
their people's right to freedom of expression, as
well as their need to protect national sovereignty
and public order, particularly in a democratic
system.

How 'fake news' in social media are
related to elections in Southeast Asia

One of the most fundamental ways for individuals
of a democratic country to exercise their right
to participatory governance is through voting in
elections. At the international level, such right
is recognised through Article 21 of UDHR and
Article 25 of ICCPR. Both Articles acknowledge
the fundamental role of elections as part of a
democracy, including that the will of the people
should be the basis of government authority,
and everyone has the right to take part in the
government “directly or through freely chosen
representatives.” In order to freely choose
such representatives, the Articles then call for
periodic, genuine elections with universal and
equal suffrage and secret ballot.

The media plays a central role in elections, as
it is important to ensure that the electorate can
actively participate in the process, where they
are able to obtain the necessary information
about the political parties, their policies, and
the candidates, as well as to engage in public
discussions - all in order to educate themselves
to make well-informed choices. For many
years, the media have long been understood
to refer to the traditional ones such as the
printed press, radio, and television. However,
the definition of media has nowadays become
broader, including new media such as online
journalism, as well social media. Facebook
plays a pivotal role in the dissemination of

information in the region, evident through how
four Southeast Asian countries are among
the top fifteen leading countries based on the
number of Facebook users: Indonesia is ranked
fourth with 130 million users, followed by the
Philippines at number six with 75 million users,
Vietnam at number seven with 61 million users,
and Thailand at number eight with 50 million
users.” Aside from these platforms, people are
also using online messenger applications as
a more private channel to share information.
Facebook's Messenger service, along with
Whatsapp and LINE, are the online messenger
applications with the highest usage in Southeast
Asian countries.®

Nevertheless, the rise of new alternative media
and the trending tendency to share and receive
'news' through social media platforms are adding
new fuel to the burning fire of disinformation. The
high traffic in all the aforementioned platforms
poses a tough challenge for social media
companies to ‘moderate’ content. Billions of
information in the form of text, photos, and
videos are shared everyday to everyone with
Internet access. Substance-wise, while a post
may seem like a false information, it might only
be a genuine expression; and any obligation of
companies to respond to every user report on
what they see unfit can be risky and strenuous.
In particular, 'fake news' and the act of
disinformation are highly dangerous in election
periods. At such moments, people become
more sensitive yet attentive: contradicting
thoughts, if not worded carefully, can easily be
taken as an attack on one's political choice. In
this situation, any kind of false news tied to a part
of one political propaganda can then become a
significant harm to the democratic process.

Practices in select ASEAN member states
that recently have held elections show that the
promulgation of fake news intensifies in election
periods. On 24 March, Thailand held its first
general election since the 2014 military coup.
As mandated by the new election law enacted
by the military government in September 2018,
Thailand has been tough on regulating election-
related social media behaviour. A 'war room'
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for election was introduced by the government
mainly to look for violations of the said law, such
as posts that spread lies, slander candidates, or
use rude language.® A similar approach is also
used by the government of Indonesia, which
'‘war room' is government-run and has seen an
increase of 30% in political hoaxes this year.°
It is true that the current presidential election
campaigning period in Indonesia has also
been tainted by a massive amount of hoaxes.
Earlier this month, Mafindo — an Indonesian
organisation focused on combating fake news
and improving digital literacy — released a report
on recorded and verified hoaxes from early
2018 to January 2019. From a total of 997
hoaxes, it is revealed that fake news on politics
dominated with a count of 488 (49.94%), with
targets including both presidential candidates
as well as the government and state agencies,
particularly the electoral commission.” These
kinds of falsehood are exceptionally threatening
for a democratic system, as fake news about
electoral bodies is often an effort to delegitimise
the bodies’ integrity and the validity of their work.
Sooner or later, such situation will potentially
endanger people's level of trust in the electoral
system, leading to more polemics on the future
election results.

In fact, countering disinformation is a muilti-
faceted  responsibility  shared  between
stakeholders of a nation, but efforts can only
be made possible with a preceded strong
commitment of the government to do so. Indoing
their part, however, governments are facing the
inevitable dilemma of finding the right balance
between enacting the necessary regulation and
protecting their people's freedom of expression.
At the international level, it is called upon states
to refrain from enacting laws that contradict with
the values of freedom of expression, such as:

“(i) Discussion of government policies and
political debate; reporting on human rights,
government activites and corruption
in government; engaging in election
campaigns, peaceful demonstrations or
political activities, including for peace or
democracy; and expression of opinion

and dissent, religion or belief, including
by persons belonging to minorities or
vulnerable groups;

(i) The free flow of information and ideas,
including practices such as the banning or
closing of publications or other media and
the abuse of administrative measures and
censorship;

(i) Access to or use of information and
communication technologies, including
radio, television and the Internet.”?

The said provisions, particularly point (i),
gives governments little to no room for error
in drafting election laws. According to the
aforementioned General Comment No. 34 of
2011, laws with restrictions on the freedom of
expression must pass the strict test of necessity
and proportionality, and the said restrictions
has to be "applied only for those purposes
for which they were prescribed and must be
directly related to the specific need on which
they are predicated."'® In such case, justifying
the criminalisation of disinformation in elections
needs to be done carefully, and punishment,
where necessary, shall be proportionate.
Governments need to ensure that the people's
rights to hold opinions, criticisms, or even
satire statements are protected as part of
their freedom of expression, as long as there
is no proven deliberate intention to mislead or
badly influence election results, which can be
subjected to related provisions in criminal law.
In principle, restrictions by the government shall
be reasonable on the basis of national security
and public order. When such restrictions are
heavily vague, they may lead to arbitrary use
or abuse of such power by the authorities.
As an example, Malaysia’s effort on drafting
a law that strikes the fair balance between
the protection of the freedom of speech and
taking a necessary step towards preventing
disinformation has not been quite successful,
as the Malaysian Anti-Fake News Act 2018 has
vague and ill definitions of what would suffice
to be categorised as fake or false news with
punishment being up to six years in jail and a fine
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of up to RM500,000.™ A more recent example
would be the government of Singapore, who has
received numerous criticisms towards the newly
introduced Protection from Online Falsehoods
and Manipulation bill.’™ The controversial bill
regulates that a person who deliberately spread
false information online with the intention or
knowledge to influence the outcome of an
election is found guilty in court, he can be fined
up to S$50,000, imprisoned for a term of up to
five years, or both.'®

Nevertheless, laws of such nature shall not
place the liability solely on the actor (i.e. creator,
disseminator, and/or publisher) of fake news.
As more people resort to social media platforms
to share and obtain information, social media
companies shall also be responsible for
the falsehood circulated in their respective
platforms, due to their ability to virtually remove
accounts or posts and halt the spread of false
publications. This practice has been done by
companies such as Twitter and Facebook,
which has taken to deleting fake accounts in
Indonesia on a regular basis. In particular, Twitter
is working to remove networks of accounts
engaged in misinformation and disinformation;
while Facebook trains election management
bodies how to flag fake news to the company,
which is then evaluated by moderators and
deleted if it breaks its community standards.
In Thailand, Facebook also operates teams
with Thai-language speakers to monitor posts
and restricts electoral advertisements from
outside the country, as the company considers
combating false news 'crucial to the integrity
and safety of the Thailand elections'.”® On the

other hand, exercising control over what content
is spread can be quite challenging for instant
messaging service providers, due to the private
nature their services offer. With technology such
as message encryption, it would constitute as a
privacy breach if providers decide to take a look
into what messages their users are exchanging.
Nonetheless, such providers are evidently
still making efforts; for example, in Indonesia,
WhatsApp is working together with mainstream
media such as radio stations to broadcast
public service announcements on how to
identify potential fake news and how to not
further spread such messages. In Thailand, the
government has established a cooperation with
LINE - with 45 million users in the country - to do
its part by only showing articles from what the
company considers 'trusted publishers' on its
news feature.’ Such good practices shown by
these social media companies need to become
an explicit obligation mandated by governments,
in order to ensure active participation of private
companies in related sectors in putting a stop to
disinformation.

The role of fact-checking non-governmental
organisations and their publicly accessible
websites is also one of the key efforts by civil
society to counter false information. In January
2018, the Parliament of Singapore formed
the Select Committee on Deliberate Online
Falsehoods, dedicated to examining and
reporting on the problem of deliberate online
falsehoods as well as recommending strategies
to deal with them. Among the recommendations
made in September 2018, the Committee
specifically called for a fact-checking coalition
of media organisations and industry partners
to swiftly debunk deliberate online falsehoods
with the necessary competence.?’ This idea is
practiced in the Philippines with Tsek.ph, a fact-
checking organisation as part of an elections-
focused collaboration comprising some of the
nation's main newspapers, television stations,
and media academics.?’ In Indonesia, aside
from the government-run ‘war room', a website
named cekfakta.com was established in 2018
as a collaborative project between Mafindo,
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Google News Initiative, Internews, FirstDraft,
and more than 20 media outlets.??

At the regional level, ASEAN has also taken
steps to encourage its member states to actively
cooperate in preventing and countering the
huge waves of disinformation. At the Fourteenth
Conference of the ASEAN Ministers Responsible
for Information and Fifth Conference of ASEAN
Plus Three Ministers Responsible for Information
on 10 May 2018, ministers of ASEAN member
states have stated their mutual realisation that
the issue of fake news is a real challenge that
continues to grow rapidly at a global scale,
especially on social media platforms. This led
to an agreement between the ministers that
ASEAN needs to collaborate and exchange
best practices in combating fake news and
mitigating its harmful effects. The Framework
and Joint Declaration to Minimise the Harmful
Effect of Fake News?® was then endorsed,
providing 'a common frame of reference for
AMS to strengthen cooperation, share ideas,
and propose viable solutions to address the
proliferation of fake news and its negative
impact, for the benefit of the people of ASEAN'.24
Through the provisions, ASEAN member states
commit to "[w]ork together to raise awareness
on the potential problems posed by fake news
to prevent its proliferation"?® as well as to "[s]
trengthen national capacity to detect and
respond to fake news, including through media
monitoring, fact checking, and building up strong
and trusted government communications".?
As part of their 2019 Chairmanship, the Thai
Government Public Relations Department
hosted “Maintaining Credibility and Trust in
Journalism: A Collaborative Workshop for
Addressing Fake News in ASEAN”, where
journalists from ASEAN, members of mass
media, and the parties to the online networks
in each country cooperated in sharing their
experiences in dealing with disinformation and
exploring approaches to fight fake news.?’

Policy Recommendations

Adhering to the aforementioned findings, it is
understood that the recent cases of fake news
taking place within the Southeast Asian region
are alarming. As discussed earlier in this edition
of ASEAN Briefs it has been seen how ASEAN
and its member states decide to respond to
the promulgation of fake news, particularly in
relation to elections. Nevertheless, there are a
few policy recommendations that can be made
upon this issue.

First, itis of highimportance that the governments
of all ASEAN member states revisit their
commitment to the international community
and its rules. Despite the internationally
accepted nature of the norms embedded in the
Convention, the fact that only some of ASEAN
member states — namely Brunei Darussalam,
Malaysia, Myanmar, and Singapore — have
either ratified or acceded to ICCPR shows
just how most ASEAN member states are not
yet willing to fully commit to the internationally
recognised rules. As the affirmation to adhere to
international law has been repeatedly reiterated
by the international community, it signifies the
attention shed on Southeast Asia and how the
region needs to make efforts to improve the
condition in the respective states. The efforts
to fight disinformation may have become part
of the agenda of ASEAN member states;
however, in realisation, priorities vary due to the
respective states' condition. When approached
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as a security concern, the disparities in member
states' understanding, competence, and even
wilingness to counter disinformation may
hinder regional collaboration on the issue. In
such case, ASEAN as a regional organisation
may take actions to narrow the gap and bridge
cooperation between states through the
available forums and mechanisms. Revisiting
the commitment made by member states, such
as the aforementioned Framework and Joint
Declaration, can be a good start to explore the
possibilities of future cooperation that can be
done.

Second, ASEAN as a regional organisation
and governments of ASEAN member states
shall establish strong relationship with media
companies to halt the spread of false information.
“Traditional' media shall also be able to retain their
role as critical watchdogs, as quality journalism
is key to fighting fake news, and therefore can
provide transparency throughout the whole
election process. Meanwhile, it is intriguing to
see what social media giants are planning to do
over the coming years to do their part in fighting
disinformation, as they are equipped with the
necessary tools and capability. Furthermore,
both government and media companies shall
also work together to continuously educate
the users on how to wisely make use of social
media, and how to avoid becoming one of the
many people responsible for the circulation of
online falsehoods.

Last but not least, considering the indispensable
benefits of the Internet and social media as
a platform to exercise the right to express
thoughts and opinions, governments have
to avoid drafting draconian election laws
with ambiguous provisions. Inherent to this,
governments also need to be careful in drafting
laws and exercising their power to refrain from
overextending their authority. Making use of the
existing laws on criminalising disinformation
can help governments avoid overreaching
regulations for elections. It is believed that
balanced regulatory frameworks in elections
can help guarantee people's fundamental

freedoms related to democracy - including
freedom of information and expression - as well
as the impartiality and transparency of media.
Tough as it may seem, governments need to
find a just balance between their rights to enact
regulations to ensure public order and their
obligations to ensure the protection of their
peoples’ rights. The aforementioned measures
indeed need to be taken in order to increase the
engagement of civil society in the governance
as well as to forge a healthy ecosystem for
the media, all for a more democratic country.
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